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Leap Forward 2009

Bokd@non — Mexico OIympids

Networking and Information Technology Research and
Development

Government Mandated Identity Management Keys — a
protocol

"... defend our information and communications infras tructure, strengthen
public/private partnerships, invest in cutting edge research and
development and to begin a national campaign to pro mote cyber-security
awareness and digital literacy."

President Barrack Obama
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—

National Cyber Leap Year

Accomplish this while becoming increasingly open an d transparent.

As national and international governments endeavor to manage citizen's
identities while providing open, transparent and ftr usted services, the
challenges of managing identities and access to inf ormation on such huge
scales require careful planning, a strong policy fo cus, and attention to
standards and interoperability.
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US Cyber policy goals

Assuring a Trusted and Resilient Information and Co mmunications
Infrastructure

* enhance prosperity and market leadership in ITcamimunications

* deter, prevent, detect, defend information andraanications infrastructure
* ensure capabilities to operate in cyberspaceppat of national goals

e protect privacy rights and preserving civil libest

* governments need to derive a holistic vision aad p

Issues

» technical standards

* acceptable laws for territorial jurisdiction, sosignty and use of force
» developing reporting thresholds

* adaptable response and recovery plans

* coordinate information sharing and incident rejpgrimechanisms
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Legal & Privacy Policy

Scores of legal issues emerged

» the aggregation of authorities

* Dbasis of authority for the government to proteotaiely owned
infrastructure Auclear plants are an example

» the placement of Internet monitoring software

* the use of automated attack detectio warning sensors

* data sharing with third parties within the Fedg@aernment

» liability protections for the private sector

Review Laws and Policies

judicial opinions - opportunities and risks
courts can shape the law

impact of laws and policies on business
performance-based budgeting



Materials prepared for the August 2009 National @ybeap Year invitation only summit sponsored ®Mtite House Office of the
President, White House Office of Science and Tdogndolicy (OSTP) and the Networking and Informatiechnology Research
and Development (NITRD) Program Senior Steeringur®&SG) for Cybersecurity R&D.

Incentives to make more secure products and service S

Overcoming inertia and conflicting goals of stakieleos

* adjustments to liability

* indemnification

* taxincentives

* new regulatory requirements
e compliance mechanisms
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Presentation Outline

US Cyberspace policy has five pillars

1. Lead from the top
a. White House Vision
b. What can derail the initiatives?
i. Evaluation of technologies from self interest or pliical
interest instead of objective public interest
ii. Unbridled corporate competition — profit is more
important than prosperity
Build a capacity for a digital nation (education)
Shared responsibility government(s)/law enforcemefttusiness/citizens
Effective information sharing/incident response
Building the architecture of the future

abrwn

o

Lead from the top
a. Whitenoise Vision
b. Implementation - simplicity

1 J DIVA™
@. Dymamic
Voot Id entity
Werification &
o~ Authentication

We will examine point-by-point how Dynamic Identity Verification and
Authentication and Dynamic Distributed Key Infrastr uctures satisfy each criteria
simply and inexpensively.
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1. Lead from the Top — Vision

White House Vision

* make cybersecurity a national priority

» update national strategy action plan

» cybersecurity policy official at the White House,
* ensure budget reflects priorities

* develop a legislative agenda

* response and recovery plan

e promote research and development

* coordinate intelligence and military policies

* engage external advisory bodies

Whitenoise Vision

The solution should:
reflect the structure of democratic governments — checks and balances
not disrupt a very muddled playing field (interoperable)
be an API (software based instead of hardware based)

be simple to understand and implement

Dynamic Identity Verification and Authentication [DIVA] provides a simple, software protocol
for secure network access at login. As such, it is a top down solution where all network
access and use is secured with continuous authentication, inherent intrusion DETECTION,
and automatic revocation to illegal behavior. By deploying this at telecoms, ISPs, and
network provider levels, the solution is being provided top down, by “leading from the top.”
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2. Building capacity for a digital nation

Education — Knowledge is power

Building the capacity for a digital nation” requires that secure solutions are simple to
understand, simple to use, simple to teach, simple to implement and affordable. Knowledge is
paramount and it must be understandable by ALL citizens.

* Promote public risk awareness — enhance undersigoflicybersecurity — how
are we attacked and how can we protect ourselves

* expand sciences, engineering, and information w@olyy — more experts

* expand and train the workforce — more system adwnaiors/technicians

* help organizations and individuals manage risk

* encourage the manufacturing of secure products
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Simplest technology understanding:

If someone ever steals your key, your key won't work anymore, and network access is
denied. Your attempted access has frozen the account.

You know that your identity has been compromised immediately and can prevent further
damage.

This protects against general, business and institutional abuse.

10
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General Technical understanding

Whitenoise, Dynamic Identity Verification and Auttieeation, and Dynamic
Distributed Key topologies embed characteristica ohe-time pad.

These enormous, random, deterministic key streamts dynamic offsets
embed characteristics of a one-time-pad. The kekegrsegment (token) is
only used once; the keys are perfectly random. [Héne lengths always are
longer than the data when these keys are usedhtoymion as opposed to
authentication.]

It provides unique, verifiable logs for all useos forensic use. Key streams in
this context are used to uniquely log traffic (&dhnot encrypt data.

*|t can be used for encryption as well

Scalable:

Strength — keys are > 250,000 bits
Length — key streams > 400 trillion bytes long
Speed is scalable — in software speed is limitedargware

This provides aMoving Target Defensebecause the offsets are always changing
dynamically.

All components have a unique key

All users have a unique key
All traffic is logged (this does not mean read)

11
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DIVA how it works

12
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DIVA — only two outcomes (automatic)

If the legitimate user logs onto a network firbig bffset changes, and the hacker has to start
all over again.

14



Materials prepared for the August 2009 National @ybeap Year invitation only summit sponsored ®Mtite House Office of the
President, White House Office of Science and Tdagnd?olicy (OSTP) and the Networking and InformatlTechnology Research
and Development (NITRD) Program Senior Steeringur®&SG) for Cybersecurity R&D.

If it were possible to make a perfect copy of a,kayd the hacker could break the other additional
authentication layers (i.e. device identifier, usame and password, etc.) and the hacker was to
log onto a network first, then the legitimate us@uld no longer be able to log onto the network
because they would no longer have the correct guaféset. The breach is recognized and the key
revoked. Because the authentication is continua@mrtening the time between periodic
authentication calls makes any break completeaisible.

15
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3. Sharing responsibility for cybersecurity
Cooperation among allies

Bring like-minded nations together on a host of iss ues

We already do this as in these kinds of exercises:

http://www.publicsafety.gc.ca/media/nr/2009/nr20080-eng.aspx?rss=true

acceptable norms regarding territorial jurisdiction
sovereign responsibility

use of force

laws for investigation and prosecution of cybenr®i

data preservation, protection and privacy

approaches for network defence and response to ajfaeks
international allies should leverage common potibjectives
increase resources dedicated to outreach and mgildieign
capacity

16
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Partnership between Private Sector, Government, Law Enforcement
and citizens

Architecturally, this is equivalent to a distributed, tiered, federated topology.

Sharing responsibility for Cybersecurity” means that citizens, businesses, governments and
law enforcement all have a role in the safe use of communication critical infrastructures while
addressing the concerns of all stakeholders by dramatically increasing security of information
while protecting privacy rights that are a hallmark of democracies.

A federated (shared) approach to Identity Management creates a natural “checks-and-

balances” between all stakeholders. No single stakeholder can do anything in isolation and
this mitigates against any abuses by any of the stakeholders.

17



Materials prepared for the August 2009 National @ybeap Year invitation only summit sponsored ®Mtite House Office of the
President, White House Office of Science and Tdagnd?olicy (OSTP) and the Networking and InformatlTechnology Research
and Development (NITRD) Program Senior Steeringur®&SG) for Cybersecurity R&D.

Checks and balances between stakeholders

18
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Businesses need

effective means to share detection methods
information about breaches and attack methods
remediation techniques
forensic capabilities with the Federal government
0 protection against reputational harm
0 protection against liability
0 regulatory consequences
o define standards for incident reporting

Government needs to

clearly define institutional mission
well-defined roles for participants
create incentives (i.e. regulation, tax incenfjves

Law Enforcement needs

Mechanism to access information — court ordersgsscto TTP

Ability to accurately conduct network forensicsogs$ from unique keys
provide identity

Healthy partnership with the government and thdipub

Citizens need

Confidence in the system
Understanding of privacy protecting dynamics
Simplicity

20
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4. Effective information sharing/incident response

Digital Rights management is easily established fiered architecture based on unique
keys, rules and schemas. DOORS, Digital Objectr@rfResource Sharing, is an
example.

thresholds for incident reporting and response.

metrics for risk management, recovery, + prioatian of R&D

models to help exercise plans and determine damage

apply technical capabilities for defence

situational awareness for incident response

reduce connections to the Internet

deploy intrusion detection and prevention systems

long-term architectures for intrusion detection anatevention systems

21
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investment in cryptologic and information assuetechnologies
not-for-profit NGO trusted third-party host whern@formation may be shared
privacy enhancing technologies

share information with major allies

incentivize collective action

22
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5. Building the architecture of the future

information and communications converge

harness innovation

solutions exist but are not used because of castraplexity

define technology-neutral performance and secobjgctives

the ‘cloud” challenges private sector and governments
movement of data across jurisdictional boundaries

current Internet Protocol-based networks withdi is losing proposition
independent examination of alternate architectures
experimentation and evaluation of the best canesla

develop migration paths and incentives for thed&®&.D

objectives and the R&D framework define goalsdiandards bodies

23
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Establish Identity Management

Do citizens have the right to anonymity to accessain privileges?

Here's a link to a July 17 New York Times article titled "Internet’'s Anonymity
Makes Cyberattack Hard to Trace":

http://www.nytimes.com/2009/07/17/technology/17cyber.html

improve identity management for people, hardwanel, devices
ensure that online transactions are trustworthy
develop global, trusted eco-system to protecteaits and infrastructures

24
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“Building the architecture for the future” requires that the solution be a simple API or protocol
routine so that no legacy structures are negatively impacted by the transition from the existing
architectures to a unified, interoperable approach to security and Identity. DIVA can be used
in conjunction with existing public key (PKI) asymmetric systems, integrated into PKI
systems, or used in lieu of PKI systems.

The final pillar of US Cybersecurity initiatives is to integrate ldentity Management into the new

architectures. Secure networks and critical communication infrastructures only require three
things:

25
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One person—one citizen—one identity management key

This is possible because of the unique characteristics of new generation, deterministic
key streams.

Identity management key

> 10% bytes long key streams
~ 240,000 bit strength
(speed is scalable as networks get faster without hardware)

The life of a Canadian

A Canadian is born and the government issues an electronic identity management key
that is first associated with their birth certification which is represented by a specific range
on a key.

The newborn is then issued a health and insurance card which is represented by a
different, specific range on the same key.

Throughout their lives different government services are represented by different, unique
ranges on the same key for passports, drivers’ licenses, tax numbers etc.

The keys are far, far more unique than an individual’s DNA. The uniqueness of the keys
allow for different, dynamic, distributed topologies.

These topologies overcome the traditional stoppers that have historically been associated
with distributed key networks.

DIVA identity management system

The highly secure Identity Management system called Dynamic Identity Verification and
Authentication (DIVA™) utilizes unique features of large, symmetric Identity Management

26
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key streams and provide an integrated security system that people will use because it
doesn't slow them down.

Identity Management keys provide continuous, state based identity verification and
authentication of a user throughout the session and not just at login. Dynamic Identity
Verification and Authentication [DIVA] also provides inherent intrusion detection because
the offsets must remain in synch. And when intrusion is detected the system
automatically denies network access to the hacking and spoofing. This is a technological
capability not seen to date.

This identity management system provides multi-layered user access security. Users are
issued a unique ldentity Management access key that employs user ID and password
protection as well as the requirement for the physical presence of a key or device. Any
other layers of authentication can be used in conjunction. The key allows access to the
system both locally and remotely. Keys can be issued to partner companies as well.

Secured information is exchanged with predefined rules. Information can be sent to one
or more recipients, or predefined groups, in one operation.

DIVA Identity Management is simple to implement and is designed to fit within existing

security schemes. A very important feature of the system design is the ability for the
system administrator to deactivate lost or stolen keys immediately.

27
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Traditional problems solved

Key management of these systems explodes into an exponential headache.

Historically the number of keys to manage is the square of the number of secure
endpoints on a network. DIVA Identity Management has a one-to-one relationship
between the number of keys and endpoints on a secure network.

Key storage — long keys are a better source of identification and security but storing large
keys is a nightmare.

Identity Management keys generate unique key streams on the order of 10% bytes in
length. However, only the internal key structure and the offset are required to recreate
any key segment. This is a small amount of data. For example, 158 bytes of this
information will generate a random key stream over 1 hundred billion bytes long. You can
learn about multiplicity:  View a brief description of an Identity Management Key
Algorithm (Presentation)

Key distribution is a major problem for distributed key systems.

This is not true any longer — Dynamic Distributed Key Infrastructure topologies allow
distributed keys to in turn securely generate and distribute more encrypted keys. It allows
the easy creation of secure tiered networks.

With all the traditional problems solved, DIVA Identity Management provides a secure
digital network architecture that is far easier and less expensive to use than asymmetric
key systems and there is NO reliance on Trusted Third Parties (outside of the
government/law enforcement) for your security.

Distributed symmetric systems have always been the prevalent architecture and are the
approach that has the least impact on user behavior and is the architecture that
consumers worldwide are familiar with. This is evidenced by all the important documents
that individuals carry daily: drivers’ licenses, credit cards, employee ID cards and
passports are all examples of distributed keys which people rely on daily.

The flexibility of the DIVA Identity Management architecture allows the systems to be
used with existing public key systems to add continuous authentication, 100% accurate
inherent intrusion detection, and automatic denial of network access to criminals. Add the
DIVA to your security protocols without replacing existing systems and without the need
for additional hardware. All you require is an Internet connection.

28
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6. Lead from the Top — Implementation

You have to be able to do it. You have to get beyoompetition and market
disharmony.

29
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Simple — any network access requires Dynamic lteRtrification and Authentication.
It is a simple API call to a routine that providesnoving target defense. It requires no
other changes to existing systems.

Dynamic Identity Verification and Authentication [DIVA] provides a simple, software protocol
for secure network access at login. As such, it is a top down solution where all network
access and use is secured with continuous authentication, inherent intrusion DETECTION,
and automatic revocation to illegal behavior. By deploying this at telecoms, ISPs, and
network provider levels, the solution is being provided by “leading from the top.”
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What does the game change look like?

Dynamic Identity Verification and Authentication INDA] is a simple and small
utility that creates random, deterministic key atns greater than iDbytes in
length and greater than 250,000 bits in strengtaldéble).

These key streams are used not to encrypt dat@ buiquely log all traffic on a
network, to provide continuous authentication tlyloaut a session (not just at
login), inherent intrusion detection and automat&vocation to criminal
behavior.

A 20k software module can be downloaded over thb wmto any electronic
device (i.e. phone), USB drive, smart cards, etc.

o Only memory and connectivity are required
o Electronic distribution of utility
o No physical manufacturing

The game changer is the simple addition to neti@gin protocols that would require a
call to DIVA. The server requests DIVA authenticatiat login and throughout a session.
The server contains the only copy of the distridutey and compares single use tokens
(of arbitrary length) bit-by-bit in order to authamate the user.

The server would have a copy of the DIVA utility.

The server would have to add only three databasd#sfio their client data:

a unique identifier field

a distributed key field that would contain the urégkey structure (very small
storage)

a current offset field

It is critical to note that if the implementatios done by the server requesting DIVA
verification then there are NO changes that neebetaone to the firmware of any kind of
device that can access a secure network. The desitoply needs memory/storage to
download a copy of the DIVA utility (approximate®dK.) The hacker, criminal or thief gains
nothing by circumventing this routine on the devicecause the server is requiring the
information. If a correct DIVA token is not providethere can be no network access.

What would mitigate our concerns?

Security analysis performed against the NIST tagesWhitenoise was tested to an order of
magnitude greater than the usual NIST tests. Theree not even any statistical failures
against the randomness test suites. This has oecerred before. It could not be broken by
super computer arrays.

Performance Analysis
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The security analysis was conducted by David Wagsfethe University of California,
Berkeley. Mr. Wagner has testified as an expetti¢oUS Supreme Court.

Security Evaluation of Whitenoise™ - David Wagneb§g)

Simply try to break the securitfnlist CIA, NSA, Homeland Security, Defense, Ingghce
black hats or NIST to try to break into a netwodplbying DIVA.

Whitenoise Laboratories can set up a test servéairtouver that anyone can try to breach.
We can provide you a server with Secure File Iftange for testing and evaluation.

Secure File Interchange is an application thatygrisrdocuments for safe exchange over the
Internet. This has two advantages for testing:

1. It deploys DIVA so you can evaluate and try b@wumvent or defeat this authentication
protocol. DIVA is using keys to log traffic.

2. Whitenoise in this particular context is alsediso encrypt documents.

When keys are used simply to log traffic, the oamsailable technique to try to break them is
brute force attacks because in this context tremikey exchange (after initial distribution)
and there is NO cipher text.

The University of Victoria ECE department was umatd break any Whitenoise keys with a
super computer array. Try to break a Whitenoise Wity any supercomputers or technology
at your disposal, including the Road Runner at Atsmos which can do a petaflop (1000
trillion calculations per second.)
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Addendums

Why keys are secure?
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KeyMail
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History and vulnerability of PKI asymmetric systems ?

35



Materials prepared for the August 2009 National @ybeap Year invitation only summit sponsored ®Mtite House Office of the
President, White House Office of Science and Tdagnd?olicy (OSTP) and the Networking and InformatlTechnology Research
and Development (NITRD) Program Senior Steeringur®&SG) for Cybersecurity R&D.

36



Materials prepared for the August 2009 National @ybeap Year invitation only summit sponsored ®Mtite House Office of the
President, White House Office of Science and Tdagnd?olicy (OSTP) and the Networking and InformatlTechnology Research
and Development (NITRD) Program Senior Steeringur®&SG) for Cybersecurity R&D.

DDKI Thwarts Man-in-the-Middle Attacks
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The Security Summit Contest Presentation
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Secure File Interchange Total Cost of Ownership

Total Cost of Ownership Comparison
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